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Objective:

Implementation of a system capable of
Linking Academic and Pl data under the
users consent in a secure and privacy
protecting manner, leveraging elDAS elD
and elDAS regulation



The Problem

e Identity is fragmented: sum of
attributes that exist about us™* in
siloed IdPs/APs

® Integration is limited: Sources of
identity information about us are ® Interconnection of various
Constant|y growing and ev0|ving Academic APs and PII IdPs costly

e Academic Sector even more

® Centralised solution poses huge
risks: Identity theft**

fragmented! Student and faculty e Consequent authentication (serial
mobility increases the authentication with many IdP/AP
fragmentation of the information providers) leads to a very bad user
about us experience: service drop out

e ¢|DAS Identifiers meaningless in
most Academic APs

*https://www.eesc.europa.eu/sites/default/files/files/1. panel - daniel du seuil.pdf
** https://techjury.net/stats-about/identity-theft/



https://www.eesc.europa.eu/sites/default/files/files/1._panel_-_daniel_du_seuil.pdf
https://techjury.net/stats-about/identity-theft/

SEAL SSI approach:
Verifiable Credentials

Verifiable Credentials (VCs) as a
means of ldentity Linking
removes the need for
interoperability between data
sources

VCs are tamper-evident
credentials that have authorship

and can be cryptographically

verified

VCs under the users control,

create no honey pots, protect
users privacy

VCs can cover more than PII
(extended Student Identity)




SEAL SSI Service (in brief)

At a high level the flow is as follows:
e User access the SEAL SSI Issuer service

» At the SEAL SSI Issuer service they
authenticate to the various connected
IdPs

e [ssue VCs based on the retrieved
attributes

e SEAL Issuer may perform additional
linking processes (derivative VCs)

* Present such VCs to SPs, who verify
\ them, to gain access to their services

/Main Actors in SSI:

._® Verifiers/Receivers

® I SSUETS 69 ISdELFTSOVEREK;N .
e User/Holders/Subjects eraky

Verifiable
Credential

User/Holder

2O

Verifiable
Credential

Bl

existing trust

relatiEnship

B

6ckchain

academic SP

co-op SPs >
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SEAL SSI Service Model (in more details)

/ 40 SEAL SSI Service \ / 51 SEAL SSI Service \
Provision side Consumption side

e User accesses the SEAL Service via a web e User accesses HEI Services (SP)
browser e User is asked to authenticate by presenting
e Authenticates through her eIDAS elD one of more VC generated by the SEAL
e (using the APl Manager) Selects the issuance Issuer service
of Verifiable Credentials e User’s wallet prompts the user who
e Access the available data sources connected authorizes the transfer of the requested
to Athens ESMO GW (elDAS elD, eduGain VC(s)
etc.) | https://esmo-gateway.eu/about/ e VCs are verified based on: authenticity,
e Selects which of the available data to use for ownership, expiration and revocation
issuing VCs e HEI SP grants access to the service
e V(s are sent to the user’s wallet app where accordingly

the user reviews, accepts and stores them
e VCs link identities (civil, academic etc.) 5 Q@ oty
through the built-in Linking Service support 7
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Verifiable Credential (VCs) need Decentralized Identifiers

(DIDs)

_ Issuer DID and
' Signature

e \W3C: A Decentralized Identifier (DID) is a
new type of identifier that is globally
unique, persistent, resolvable with high
availability, cryptographically verifiable and
decentralized

® DIDs can be used to anchor the identity of
the Issuer of a VC and the subject of it

e The public key associated with the DID of
the Issuer is used to sign a VC

® VCs are transferred to the subjects wallet
encrypted using their public key O,

" Subject DID

" Subject DID
public Key




The life-cycle of a Verifiable Credential

From personal attributes retrieval to the VC storage in user’s wallet

| Stage 0: DID Creation | _Stage 1: VC Creation
U
5'1-;1‘&[1)1}1[1) or DID m Authse nl q
< ..6.. ’ a
Issuer DID,
e O00) @ User DID,
S&L ﬁﬂi ‘ ‘ l\\v'tilf::;(t 2T e
SEAL Issuel Blockchain < }:l O =| : ey
U g Registration >

[)[I) Creation 28

Signed wi e Blockchain
I)Il) list
| Stage 2: VC Consumption | e

~ Validation

Service ﬁ

Provider
24 :Jﬂ:

{F 0 **SPs can delegate VC verification to SEAL using
Blockchain OIDC/SAML protocols, minimizing entry costs

J 0




SEAL SSI Service: the specificity of VC creation process

helicopter view

1

elDAS elD-based
I a Conpector Authentication

Proxy-Service

|| elDAselDattributes | EelD.AS

ng e e}
academic attributes

_ _ | - A 4 &/ Edu\)f \N
S T QY SENL
e ——— e L 1o

Create Verifiable Credentials (VCs) via a SEAL SSI Issuer
1. elDAS elD-based Authentication
2. Credentials (VCs) always have elDAS elD Unique Identifier (Ul) as Header
3. Credentials (VCs) are signed with a Qualified eSeal (QSEAL)




SEAL SSI Service: the specificity of VC creation process

elDAS standards complied

DID publi Certificate
k%l: a public key

e A SSI VC Issuer establishes an identity i finmar

o . . o Issuer DID Electronic
using Decentralized Identifiers (DIDs) document Wl-\cm{m
o DIDs are URLs that relate a DID subject to means =2 o

& 18

for trustable interactions with that subject and
DID private Certificate
key \/\ private key

enable the controller to prove control over them
o DIDs are publically discoverable

e A SEAL VClssuer builds its DID using a User & Receiver
Qualified elDAS electronic Seal (QSEAL) Ugn R
enabling eIDAS supported SSI. This way: i "% — Sl 7
o The link between the DID and the actual identity SEVG Resolve DID  NZ==)
can be easily achieved by using the pair of keys
corresponding to a qualified certificate 3
o The identity of the Issuer is associated to the - BEGGIver eSS
content signed or sealed % —
o The VC signature will have the status of a qualified O &Q
signature produced with am elDAS Qualified i
Certificate according to the eIDAS Regulation. e

12



SEAL SSI Service Architecture

e DID: Decentralized Identifier, adhering to the SEAL SSI Service stack

W3C standards :
e DID Registry: DID Document Resolution Registry SEAL VC Issuer SEAL SP VC Receiver SDK \o/
e VC: Verifiable Credentials adhering to the W3C
standards attesting to a set of identity claims Issuer Module | DID Verifier Module User
about a subject Wallet
e VC Revocation Registry/List: Registry to store Distributed Ledger
. ) : DID
the validity status of issued Credentials _ _ _
e User Wallet: User controlled application, DID Begishy V& RevacAlCR REg ISty VC
situated in users mobile device
sb Sp
! ; o & :
® SEAL SSI VC Issuer: SEAL service capable of issuing ® SEAL SSI VC Receiver (SP): SDK capable of
VCs to user’s Wallets based on the retrieved data requesting SEAL issued VCs and verify them
sets and signing them using Qualified eIDAS Seal e Verifier Module: Module capable of
® Issuer Module: Module capable of generating VC requesting sets of VCs and validating them

and signing them with a QSEAL certificate

13



SEAL SSI Service Components

Permissioned Ethereum
Blockchain

2. Quorum
& kaleido

Config Manager (CM)

Session Manager (SM)

[ Identity Linking

Request Manager (RM) Revocatio

List

VC | User wallet
Management . (uPor

\[SEAL AP| Gateway ]
&
NS

[ SEAL SSI VC Issuer ]

VC Management

Source Selector
(eIDAS elD, uPort Connector >
eduGain, etc.) < u-port

SSI1 VC Verifier Service
Dashboard app

[Athens ESMO GW]|

uPort enabled mobile
< u-port

QSeal
Connector

VC Issuer




An elDAS elD Verifiable Credential example

standard offering

e JSON-LD/JWT

e Signed by the VC Issuer

® Bound to the user cryptographically
® User proves ownership of VC

® VCs are individually revocable

® V(s contain a specific Time-To-Live
(TLT)

{
"jat": 1578472658,

"exp": 1581064658,

< issuance

< expiration

"sub":
"did:ethr:0xd4b90423e473e2b8d16b57d29abcf6c08ef8fd ~— subject DID
3all'

"claim": { < attributes

}I

"ve"i [

"/ipfs/QmNbicKYQKCsc7GMXSSIMpvISYgeQ9K2tH15Enbx
TydxfQ"

1,

"iss":
"did:ethr:0xd502a2c71e8c90e82500a70683f75de38d57d
dof" <

}

Issuer DID

15



An “isStudent” Verifiable Credential example

minimal

—_

"iat": 1578474671, < issuance
. . "exp": 1581066671, < expiration
® Links: i

"did:ethr:0xd4b90423e473e2b8d16b57d29abcf6c08ef8fd3a",

e) elDAS elD -~ subject DID
O ed u GAI N elDAS attributes
e Linking LOA:
eduGAIN attributes
o Low
O Matchmg of name, surname, SEAL linking
date of birth . loa
"/ipfs/QmNbicKYQKCsc7GMXSSIMpvJSYgeQIK2tH15EnbxTydxfQ"
1,
"iss": "did:ethr:0xd502a2c71e8c90e82500a70683f75de38d57ddof"
}
Issuer DID

16



A Verifiable Credential instantly creates a linked identity

The concept of Linking Service

Verifiable Credentials contain explicitly a subject (i.e. the owner) using DIDs
Subjects are the only entities that can prove ownership of a DID
e DIDs offer an native Identity Linking mechanism
o Different VCs can be used together by the holder to prove a linked identity
profile (e.g. eIDAS VC and eduGAIN VC)
o  Minimum linking profile
e Linking Profiles are required for sensitive services
o Minimum linking guarantees same entity identified successfully at the data
sources
o Not that they belong to the same person

17



SEAL SSI Use Cases
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SEAL SSI Service Use Cases framework

® Issuer

o The entity that can issue Verifiable Credentials (VC)s about individuals
retrieved from the various Data Sources that is available to it (a Verifiable
Credential is a piece of information that is cryptographically trustworthy)

AAAAAAAAA

e User/Holder/Subject

o A student (or any person affiliated with an HEI) who interacts with SEAL
Issuers is identified by them (by any means available, even physical) in
order to get issued a VC about themselves. VCs are securely stored on her
mobile phone under the sole control of the Holder called a “Wallet”
= uPort o; u-port

® Receivers/Verifiers

o Any HEI Online Service that is capable of accepting and validating Verifiable
Credentials and grant access accordingly

. ' ]| § UNIVERSITAT TR,
s UAegean Online Services (Smart Class etc). Also: == § JAUMEI e85

AEGEAN PORTO Seaad

UNIVERSIDAD DE MALAGA




UC1.1: User with SSI Wallet and valid VCs

Assumptions:

The user is in possession of an SSI wallet compatible with SEAL (uPort, Jolocom*)
e The SP requires a set of VCs to authenticate the user (essentially requesting a SEAL linked identity with a

suitable linking level of assurance)
® The user has been issued a set of VCs by the SEAL SSI Issuer service, matching the request of the SP.

Finally those VCs are stored on the users wallet

Flow:

User accesses the SP service and selects SSI authentication

User is prompted to scan a QR code with their wallet app

The user’s wallet app requests their consent (and does a biometric check to verify the user)
After consent is given the wallet propagates the VCs to the SP

The received VCs are verified for authenticity, ownership and validity

If all checks pass the user is authenticated to the SP service

*Jolocom compatibility will be evaluated at a later stage of the project, but multiple wallet providers will be available 20



UC1.2: User with SSI Wallet and invalid VCs

Assumptions:

The user is in possession of an SSI wallet compatible with SEAL (uPort, Jolocom*)
e The SP requires a set of VCs to authenticate the user (essentially requesting a SEAL linked identity with a

suitable linking level of assurance)
® The user had been issued a set of VCs by the SEAL SSI Issuer service, matching the request of the SP that

are now expired

Flow:
® User accesses the SP service and selects SSI authentication
e Useris prompted to scan a QR code with their wallet app
e The wallet app informs the user that (some) of the VCs requested by the SP are not available
e The wallet app presents the link (to the SEAL SSI Issuer service) to obtain the requested VCs
e The wallet app opens a browser for the user to navigate to the SEAL SSl issuer service and (after

authenticating through the requested data sources) issue the requested type of VC to the user
The flow now continues as UC 1.1

*Jolocom compatibility will be evaluated at a later stage of the project, but multiple wallet providers will be available 1



UC2: User with SSI Wallet and no VCs

Assumptions:

® The userisin possession of an SSI wallet compatible with SEAL (uPort, Jolocom™)

e The SP requires a set of VCs to authenticate the user (essentially requesting a SEAL linked identity with a
suitable linking level of assurance)

® The useris not in possession of the requested by the SP VCs

Flow:
® User accesses the SP service and selects SSI authentication
e Useris prompted to scan a QR code with their wallet app
e The wallet app informs the user that the VCs requested by the SP are not available
e The wallet app presents the link (to the SEAL SSI Issuer service) to obtain the requested VCs
e The wallet app opens a browser for the user to navigate to the SEAL SSl issuer service and (after
authenticating through the requested data sources) issue the requested type of VC to the user
e The flow now continues as UC 1.1

*Jolocom compatibility will be evaluated at a later stage of the project, but multiple wallet providers will be available 29



UC3: User with no SSI Wallet

Assumptions:

® The useris not in possession of an SSI wallet compatible with SEAL (uPort, Jolocom¥*)
e The SP requires a set of VCs to authenticate the user (essentially requesting a SEAL linked identity with a
suitable linking level of assurance)

Flow:

® User accesses the SP service and selects SSI authentication

® Useris prompted to scan a QR code with their wallet app and is informed from where to download a
suitable wallet app

e The user installs the required SSI wallet app

® The user scans the QR code

e The wallet app informs the user that (some) of the VCs requested by the SP are not available

® The wallet app presents the link (to the SEAL SSI Issuer service) to obtain the requested VCs

e The wallet app opens a browser for the user to navigate to the SEAL SSl issuer service and (after
authenticating through the requested data sources) issue the requested type of VC to the user

® The flow now continues as UC 1.1

*Jolocom compatibility will be evaluated at a later stage of the project, but multiple wallet providers will be available 93



SEAL SSI Recap and Demo
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Benefits of SEAL SS| approach

SEAL SSI Service offers:

e Full user control of the sharing of their personal identity data
eLinking of Academic and Citizen Identities over VCs

e Explicit Linking Level of Assurance

e Decentralized solution, no honeypots

e Minimize entry barriers for HEI SPs (using OIDC/SAML)

eInherent decentralized blockchain benefits of integrity and
accountability

eelDAS regulation alignment

Nikos

{ Triantafyllou
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